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Physical and Logical
Security Convergence
As employees become more dispersed, physical security measures
need to evolve and merge with logical controls. But our trending
shows a stunning dearth of innovation and investment in
technologies such as biometrics and smart cards, as well as a lack
of integration with SEIM systems. In this report, we’ll shed light on
this often overlooked but important part of any security posture.
You’ll be surprised at what we found in the dark corner.
By Michael A. Davis
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Remember the days of strolling into a client’s building and meeting him just outside his
office for lunch? Try that now and you’re likely to be tackled by a security team maintained
by building management. And therein lies one reason the 334 respondents to our InformationWeek 2012 Physical/Logical Security Survey haven’t integrated these groups—today,
physical security is normally outsourced. Companies don’t build buildings for themselves
much anymore, especially in metropolitan areas. And when you lease space, building management firms usually handle everything from key card provisioning to fire alarms and
cameras. Even most Vegas casinos outsource physical security monitoring.
Not coincidentally then, most of the protections our respondents have put in place
match the services these firms provide: 80% have fire and burglar alarms, 74% have cameras, and 69% have electronic door locks.
Where respondents fall short is in use of newer technologies. Biometric controls, for example, are used by just 10%, and PC-based proximity detectors by a mere 5%. Geolocation policies, which reduce the available access points to a network based on physical location, are in use by just 12%. RFID isn’t doing much better. And integration of SEIM and
access-control systems? Shy of 20%, even though new logging products, such as those
from ArcSight, LogLogic and Splunk, can give IT great insight. For example, when an employee uses his key card to badge in to a door, the door sensor sends a log event to the
log management system, which can then correlate the event with a login via Active Directory to the worker’s PC. Furthermore, some systems allow scenario-based control, where a
user who badges in to a second location without badging out from the first location will
have her badge disabled automatically. Sadly, not many are using this integration.
No matter how good your building’s security team, your organization’s data is your responsibility. Given new attack vectors and mobility work patterns, now is a great time to
review your physical controls.
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Survey Name InformationWeek 2012 Physical/Logical Security Survey
Survey Date September 2011
Region North America
Number of Respondents 334
Purpose To examine the convergence of the physical and logical security paradigms
Methodology InformationWeek surveyed business technology decision-makers at
North American companies. The survey was conducted online, and respondents were recruited via an email invitation containing an embedded link to the survey. The email invitation was sent to qualified InformationWeek subscribers.
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Victim of Circumstances
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Figure 1

Physical Security Measures
What type(s) of physical security do you have in place?
2009

Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

announced plans to implement. PartyRings,
ing ensued.

2%
1%

Don’t know

4%
2%

None

5%
5%

Other

5%
N/A

PC-based proximity detectors

10%
12%

Biometric access controls

10%
13%

Noise/room monitoring

26%
26%

Presence detectors

Access cards to specific areas of the facility

64%
69%

69%
71%
Electronic door keys

Surveillance cameras

74%
71%

80%

88%

2012

Standard fire and burglar alarms

The wheels have officially come off the security convergence bandwagon, according to
our InformationWeek 2012 Physical/Logical
Security Survey of 334 business technology
professionals. And that’s too bad, because as
our users have become more geographically
dispersed, there’s an even greater need to verify identity.
You remember—it all started in August
2004, when President George W. Bush signed
the ambitious HSPD-12 security directive
mandating smart identification cards to control physical and logical access to all federal
systems and facilities. We were all going to
link badges to computer access, thus integrating end users’ cyber identities with their
physical identities. It was the holy grail of integration, enabling IT to guarantee, with the
use of biometric devices, that the person
who logged in really was the account owner.
In response, vendors started investing significant R&D resources in smart card technology. Many private firms, seeing potential sav-

R3621111/1

Well, at least, that was the plan. Then hard
budget times set in. Our February 2009 survey
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FAST FACT

44%
have integrated the
physical and information
security groups in their
companies.
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of 314 business technology professionals
showed that 49% planned to be or were already in compliance with HSPD-12. In our
September 2011 survey of 334 business professionals, that number dropped to 43%.
Today, half of our respondents have separate physical and information security
groups and plan to keep it that way; that’s
relatively unchanged since our 2009 poll. So
what have those folks with internal physical
security operations been up to? Not much.
Most—88%—are limiting their efforts to minor upgrades, gradually moving from a
legacy to an IP-based system, or just maintaining what they have. Only 7% plan to do
major overhauls within the next 12 months.
By “minor upgrades” we mostly mean replacing aging equipment with new IP-based
gear that runs over the existing data network.
Meanwhile, we’re dealing with trends that
would seem to make identity verification
more critical and technology that makes it
eminently doable. Mobile employees are
looking to gain access to your data, and so
are criminals in Kyrgyzstan. Regulations aren’t

Physical and Logical Security Convergence

Figure 2

Security Group Integration
Is your physical security group integrated with your information security group?
2012

2009

Yes; for 1 to 5 years

18%
21%
Yes; for 6 to 10 years

13%
9%
Yes; for more than 10 years

13%
5%
Not yet, but we’ll be integrating this year

6%
14%
No, and we have no plans to do so

50%
51%
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

going
away, but security event information
R
management systems are more capable.
Let’s zero in on geolocation, the technology
that was to single-handedly cause the integration of physical and logical security
groups. We asked respondents whether they

R3621111/4

disable access to specific company resources
based on where an employee has successfully
authenticated; 12% said yes, and 10% said
they plan to within 24 months. The classic example is denying a user access to log in to his
workstation unless he badged in to the front
January 2012 7
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door and the third floor, where his desk is. Or
you could disallow access to a VPN from an
overseas mobile device because the employee is badged in to the building in Dallas.
Early implementations were plagued by problems, largely related to the annoyance level
when an employee would forget to badge
in—or worse, would forget to badge out, get
home, 45 minutes away, and could not log in
to the VPN because the geolocation system
still thought he was in the office.
Today, geolocation has been integrated into
many single sign-on and identity management products, and vendors such as Imprivata
and Entrust have found ways around these
problems. But the general annoyance hangover is still hampering adoption, except in one
industry: healthcare. Hospitals are deploying
geolocation capabilities to help increase privacy and reduce the risk of unauthorized access to medical records. When a doctor enters
a room, she can use her badge to log in to the
PC there; when she leaves, the PC auto locks
or logs her off. That doctor’s credentials cannot be used on a system at the nurses’ station
reports.informationweek.com
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Figure 3

Legacy Security Plans
What is the plan for your legacy security systems?
2012

2009

Major overhaul; we plan to migrate to a modern system within six to 12 months

7%
9%
Minor upgrades; we’re gradually moving to all IP-based equipment as legacy systems reach end of life

46%
44%
Status quo; we’re just maintaining what we have

42%
40%
We have no choice in the matter; we lease space and have little control over building physical security

5%
7%
Base: 171 respondents in September 2011 and 169 in February 2009 with legacy security systems
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

while she is in a room with a patient.
There are some obvious ways these capabilities could help companies with highly mobile
workforces, and the budget money may be
there: 56% of the 605 business technology
pros responding to our Outlook 2012 Survey
say their companies plan to increase IT spending in 2012, with just 16% foreseeing cuts. Our
advice, given the growth of mobility, is to use

R3621111/3

this as a driver to look at geolocation systems
rather than depending on compliance mandates, a time-honored way to get budget for
security. That’s because regs generally have
relatively weak requirements around physical
security controls. HIPAA, for example, simply
states that you must “implement policies and
procedures to safeguard the facility and the
equipment therein from unauthorized physiJanuary 2012 8
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cal access, tampering, and theft.”
“Safeguarding” could be anything from simple keyed door locks to advanced geolocation
technology integrated with RFID badges.
There’s no mandate for the integration of logical identities, such as an Active Directory account, with a badge, or even that security
cameras be used. A more pressing reason to
get the best converged security you can afford: theft and the requirement for asset tracking. Proving someone broke in is only half the
battle; how will you establish that a plainRegulations such as HIPAA
vanilla laptop recovgenerally have relatively weak
ered from a warehouse
is yours without both
requirements around physical
video and other asset
security controls.
tracking?
Not convinced? Some
other recent changes in the physical security
world just might cause you to reconsider.
Smart Ideas
We’ve talked to a number of vendors that
are starting to provide newer technologies
reports.informationweek.com
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Figure 4

SEIM Integration With Access System
Have you implemented a security event information management (SEIM) system that is integrated with
your access system?

Yes; all access events are
logged and sent to our SEIM

19%

16%

No; we have a SEIM but are not
logging the physical access control

53%
No, we do not have a SEIM

12%
No; our access system is
not compatible with our SEIM

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011

and simpler integration that, depending on
R needs, may provide a good return on inyour
vestment for merging physical and logical security functions.
One such company, RFIdeas, provides proximity sensors for PCs so that the smart card
(which is tied to an Active Directory account)
can be used as a second factor of authenti-

R3621111/12

cation. Employees will need to have the
cards on them when they sit down at their
PCs and know their passwords before they
can log in. If someone gets up to grab a cup
of coffee, the sensor will automatically lock
her workstation. Doctors and other office
folks who are constantly on the go are jumping on this technology because it allows
January 2012 9
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Figure 5

Access Via Key Cards
For which of the following are access cards required?
2012

2009

Exterior door access

91%
92%
Interior/room access

77%
71%
Data center rack access

52%
55%
Time-card system

17%
20%
Network login (RSA-style ID)

12%
17%
Network login (smart card)

9%
10%
Payment method (e.g., vending machines, cafeteria)

9%
9%
Non-IT resource checkout (AV, library, resources)

9%
9%

reports.informationweek.com

Note: Multiple responses allowed
Base: 236 respondents in September 2011 and 232 in February 2009 at organizations issuing key cards to employees
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

R3621111/8

them to move to different PCs around the
hospital or office and not have to worry
about, for example, logging off or locking the
screen.
Other vendors, such as Imprivata, have tied
proximity cards into their single sign-on
products. Sit down at your PC, and the card
unlocks the local password store and provides the capability to automatically log you
in to Web and other applications across the
network, but only while you are at your PC.
Leave and go home or walk away, and you
will need to provide a password. So in short,
check out:
> Active Directory integration with physical smart card/badge readers. Benefit:
Disable the AD account and the badge is
disabled.
> Physical card/badge readers that run over
data networks and can take advantage of
centralization for management. Benefit:
No more security system per office.
> Use of chargebacks for printer/shared device usage. Benefit: Save money by discouraging wasteful or personal printing.
January 2012 10
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SEIM on Steroids
So given such advances, why aren’t we doing at least a little better? The integration of
log management and physical security controls, including locks, cameras and other
proximity devices, adds up to the holy grail
we identified earlier, but it comes with significant problems, including uncooperative
building managers, back-end technical difficulties and human nature. It was very common for an employee to badge in but forget
to badge out, which would generate help
desk calls and other problems. Imagine the
anger if you forgot to badge out of the office
front door, drove home to finish working and
couldn’t log in. Quickly, these features became novelties. Maybe that’s why most of
the analysis we do with our clients shows
that they aren’t bothering to log such information, if they even have a log management
system in place. This is usually because building management refuses to provide logs or
does so only on an ad hoc basis, in tandem
with an investigation.
Then there are the storage issues, especially
reports.informationweek.com
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Figure 6

Access Card Integration With Printers
Do you integrate access cards with company printers in order to track who prints what documents and uses what
amount of printing resources?

Yes

9%

91%
No

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011

when cameras are involved. One commenter
R
lamented
the lack of DVR reliability, and we
couldn’t agree more. If a system isn’t scalable
enough to connect to a SAN or NAS, it usually
fails because of SATA drives that are not well
ventilated. Oh, and forget about easy retention-period configuration.
OK, you get it. The technology isn’t managed

R3621111/10

by the proper folks, so we can’t get access to
the data, and if we manage it ourselves, the
products are hard to integrate, fail often and
aren’t easily configurable. What else could go
wrong?
Plenty.
The main reason most organizations don’t
merge their physical and information security
January 2012 11
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groups is, simply, because they report to different business units. Traditionally, information security groups report to the CIO or
board of directors, while the physical security
officer is part of the building maintenance
team reporting to the CFO or COO. Physical
security officers have other duties, too, besides access to corporate facilities. Most also
have to deal with executive kidnapping issues
and insurance and theft reports, and some
even have general building maintenance
(such as roof repairs)
reporting to them, so
The main reason most organizations
collapsing the job into
don’t merge physical and information the CISO’s role just
won’t work.
security groups is because they
More importantly, a
report to different business units.
few years ago, most organizations needed to
secure access to their buildings because that’s
where all their confidential data was. Not so
much anymore. Many of our clients have government or sustainability mandates to eliminate paper, and most businesses have their
servers in remote data centers staffed with anreports.informationweek.com
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other set of outsourced security officers to
handle access and cameras. Sometimes, data’s
in the cloud.
Here’s an exercise: Compare your risk assessment from 2000 with the 2011 version. We
think you’ll find risk levels have actually
dropped in many areas. If you have a multilocation business, for example, not every site
will likely house sensitive or confidential data,
so you don’t need tight physical security controls everywhere. Add to that the growth in
telecommuting, and you have a situation
where many organizations cannot justify having anything more than a key card on the
front door—which, let’s face it, is more ornamental than functional because people tailgate—that is, wait for someone to badge in
and enter right behind. Maybe it’s a case of an
employee with her hands full, but maybe not.
Doing It Right
For those who want to implement physical
security properly, our suggestion is to start
with a list of risks you want to ameliorate and
areas where you may need to have evidence

in case of a trial. Second, use as many door
locks/sensors as possible. We’ve mentioned
integration of proximity cards with PCs, but
opt for a system that has the ability to know
that an employee did not badge in to the
front door, so why should he be able to badge
in to the fourth-floor door? This type of default/deny doesn’t upset employees as much
when they forget because it’s a simple elevator ride back down to badge in, and meanwhile, the setup provides you with much
more granular access capabilities.
What you definitely don’t want is to allow
general access to the building after someone
has gained admission to the main entrance.
When we perform social engineering assessments for our clients, we regularly see the
front door as the only point that requires a
badge. Once I am in, I can go to any floor and
any room. This is simply the weakest way to
implement physical security as it provides no
protection at all if someone tailgates.
Fortunately, 77% of our respondents require
access cards for interior rooms. We would like
this control extended to printer rooms and
January 2012 12
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shared areas, but only 9% of our respondents
use access cards with their printers. Newer
printers allow documents to print only after a
card has been swiped or a PIN provided. The
printer can then correlate what documents
were printed by whom and be set to print out
documents only when requested, which reduces the chance confidential data gets taken
from the printer when someone accidentally
grabs the two pages you printed along with
that 32-page report.
One last point on designing your physical
security controls: Make sure they’ll function in
the real world. For example, you know how
annoying it is to have to take an access card
out of your wallet or wear it around your neck
all the time. Put your sensors in spots where
they can easily read cards in purses or back
pockets (butt level is good for most), and
make sure the sensor reading zone is wide
enough that people don’t need to put the
card right next to the sensor. The more work
employees have to do, the more likely they
are to tailgate when they have two coffees in
their hands and are late to the 8 a.m. meeting.
reports.informationweek.com
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Figure 7

Security Video Footage
Has your company ever reviewed video security footage or provided video security footage to law enforcement?
2012

2009

Yes

61%
47%
No

19%
18%
Don’t know

20%
35%
Base: 226 respondents in September 2011 and 203 in February 2009 at organizations with camera security systems
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

Most of our discussion has been focused
around access cards, but video recording is
the second-most-used physical security control and is very valuable, especially if you’re
in an environment where theft is possible.
Back 10 or 15 years ago, CCTV was the only
option for security cameras, but times have
changed. Most cameras today are IP-based
and record to a variety of video formats.
These enhancements are great for storing
larger quantities of data but can cause band-

R3621111/17

width issues on your network if not configured properly.
Also, while 61% of respondents who use
camera systems say they have reviewed video
footage or provided it to law enforcement, we
routinely see companies not deploying cameras properly. And most of the time, they don’t
store the video long enough. We recommend
keeping six months of footage at minimum,
more if you have the storage. It can take
months for a crime to come to light, and when
January 2012 13
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Related Report: Security
via SOX Compliance
Achieving compliance with
Sarbanes-Oxley requirements
remains a chief chore for all publicly traded companies—and a
chief budget driver for IT compliance and security initiatives. Yet
SOX’s computer security requirements remain vague, and auditors’ evaluations continue to be
subjective. In this report, we offer
an updated look at the security
elements in SOX compliance initiatives and how to keep your
company up to date and ready to
pass the next audit. We also discuss the ways in which SOX compliance initiatives (and budget
dollars) can be used to drive
broader security efforts within
the enterprise.
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an investigation starts, you want to make sure
the video is available.
Second, make sure you analyze the placement and focus of each camera. While this
seems like a simple concept, you’d be surprised how often we see cameras mounted
where they’re pointing to the street or can’t
see faces! We recommend a simple process:
Perform a mock theft or whatever scenarios
you’re looking to prevent. Give the recording
to someone not involved in the exercise, and
have her ask questions to figure out what was
done and by whom. If you cannot use the
video to answer questions, tweak the angles,
length, lighting or whatever is needed to get
complete info. It’s a tough day in the office
when you review video and see only 50% of
what you need to convict someone of a crime.
Evolving Risks
While not much has changed in the physical security space for our survey respondents, and we’d like to see more evolution
of technologies and tools, the environments
in which these systems are deployed and

Physical and Logical Security Convergence

Figure 8

Legacy Security Systems
Do you employ legacy (non-networked) security systems, such as CCTV or proprietary card readers?
2012

2009

Yes

51%
54%
No

49%
46%
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

R risks they’re expected to address have
the
changed. Employees are more mobile than
ever, and the amount of paper-based sensitive data is falling. This doesn’t mean you
can ignore physical security, but you can become more strategic to ensure that whether
you’re using proximity cards or biometrics
or cameras, you properly match technology
with risk.
Newer integration capabilities enable key
cards, such as proximity cards and biometrics,
to be used at the PC automatically. Reducing
the barriers to using access technology

R3621111/2

greatly increases the number of people who
will comply, thereby providing a good
amount of risk reduction. If you’re moving to
a newer proximity system, we strongly recommend you look at its ability to integrate with
the identity management and single sign-on
technologies you have in place or plan to
adopt.
Not many of our respondents have merged
the information security and physical security
roles, and most don’t see a need to do so because the amount of time physical security officers dedicate to cameras and access cards is
January 2012 14
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dropping and being replaced with other concerns, such as kidnapping and loss prevention. Unless you have a compelling reason to
merge these two groups, we think it’s simpler
to keep them separate. However, ensure that
lines of communication are open.
Finally, while many of our respondents
stated that they are not investing in physical
security controls and are buying information
security controls instead, realize that many
building management companies will provide relatively advanced physical security capabilities at a price that’s usually much lower
than what it would cost your company to do
it internally. Meet with the company, or another outsourced firm, lay out your risks and
see what it comes up with. You might be surprised at how inexpensive physical security
components are compared with the risk reduction you will achieve.

Physical and Logical Security Convergence

Figure 9

Integrated Smart Card Implementation
In August 2004, President Bush issued HSPD-12, which mandated a secure and reliable form of identification for federal
employees and contractors. In response, NIST drafted standards that defined how to comply on a technical level via
identification cards that would control physical and logical access to all federal systems and facilities. Is your
organization moving toward an integrated smart card similar to the models outlined by the U.S. government?
2012

2009

Yes; we are subject to HSPD-12 and we’re already there

7%
5%
Yes; though we aren’t subject to HSPD-12, we’ve implemented something very close to it

11%
12%
Yes; within 6 to 12 months

4%
7%
Smart cards are part of our long-range planning

21%
25%
Not on the map

57%
51%
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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29%
don’t issue any key cards
to employees.
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Figure 10

Employee Use of Key Cards
Are employees issued one or more key cards?
2012

2009

Yes; multiple cards for physical and computer access

6%
9%
Yes; one for both physical and computer access

7%
12%
Yes; just for physical access

56%
51%
Yes; just for computer access

2%
2%
No

29%
26%
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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Figure 11

Types of Access Cards in Use
What type(s) of access card(s) do you use?
2012

2009

Proximity access cards

52%
61%
Magnetic stripe access cards

32%
32%
Smart cards

21%
23%
RFID cards

18%
N/A
RFID tags

3%
N/A
Other

2%
7%
Note: Multiple responses allowed
Base: 236 respondents in September 2011 and 232 in February 2009 at organizations issuing key cards to employees
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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Figure 12

Access Card Integration With Employee Databases
With which of the following employee databases are your access cards integrated?
2012

2009

Security event management

24%
29%
HR/ERP systems

18%
22%
User data directories like Active Directory, LDAP

17%
20%
Single sign-on

13%
13%
None of these

37%
31%
Don’t know

15%
19%
Note: Multiple responses allowed
Base: 236 respondents in September 2011 and 232 in February 2009 at organizations issuing key cards to employees
Data: InformationWeek Physical/Logical Security Survey of business technology professionals

reports.informationweek.com
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Figure 13

Deployment of Geolocation Access Policies
Do you disable access to specific company resources based on where (geolocation) employees have successfully
authenticated with their access cards (e.g., you disable VPN access when employees have badged into the corporate
office, since they are physically at the office and not working externally)?

Yes

12%
4%
6%
No, we have no plans to deploy
geolocation policies

No, but we plan to deploy geolocation
policies in the next 12 months
No, but we plan to deploy geolocation
policies in the next 12-24 months

64%
14%

No, but we are considering
deploying geolocation policies

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011

R3621111/11
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Figure 14

Event Triggers Based on Repeated Access Control Violations
Do you automatically trigger any events based on repeated physical access control violations? For example, if a
Windows ID fails to log in three times, do you trigger a CCTV camera to move and record that office/PC location?

Yes
No; we have no plans to add correlation

30%

29%

7%
23%
No, but we are considering adding correlation

11%

No, but we plan to add correlation
in the next 12 months
No, but we plan to add correlation
in the next 12-24 months

Base: 45 respondents at organizations logging all access events and sending them to their SEIM
Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011
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Figure 15

Use of RFID for Asset Management
Do you leverage RFID tags or RFID tag-like technologies to provide asset management of equipment and company
resources such as IT equipment, retail products or warehouse management?

Yes

14%

86%
No

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011
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Figure 16

Camera Security System Monitoring
Which best describes how your camera security system is monitored?
2012

2009

Legacy, independent security network (i.e., CCTV)

25%
25%
IP-based protocols over shared data network

24%
20%
FAST FACT

21%

Hybrid, legacy protocols over a shared IP network

18%
20%
Don’t have cameras

21%

don’t have a camera
security system.

17%
Don’t know

12%
18%
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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Figure 17

IP-Based Security System Concerns
What are your biggest concerns, if any, about IP-based security systems and cameras?
2009

4%
3%

Other

23%
22%

No major concerns; tested and reliable technology

26%
20%

26%
Privacy

Security of transmissions

Reliability

24%
Video quality

Storage impact

Bandwidth impact

Security team’s lack of knowledge about IP-based systems

31%

35%
28%

33%
32%

36%

38%
36%

48%
48%

2012

R3621111/16
Note: Multiple responses allowed
Base: 226 respondents in September 2011 and 203 in February 2009 at organizations with
camera security systems
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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Figure 18

Compliance Requirements
Does your organization fall under any of the following compliance requirements?
2012

2009

HIPAA

34%
34%
Sarbanes-Oxley

28%
40%
PCI-DSS (Payment Card Industry Data Security Standards)

25%
24%
Gramm-Leach-Bliley Act

10%
N/A
Children’s Internet Protection Act

6%
8%
Other

6%
6%
None

36%
32%
Note: Multiple responses allowed
Base: 334 respondents in September 2011 and 314 in February 2009
Data: InformationWeek Physical/Logical Security Survey of business technology professionals
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Figure 19

Job Title
Which of the following best describes your job title?

IT director/manager

40%

IT executive management (C-level/VP)

14%
Other
Consultant
Line-of-business management
Non-IT executive management (C-level/VP)

2%
3%
4%
7%
30%
IT/IS staff

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011
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Figure 20

Company Revenue
Which of the following dollar ranges includes the annual revenue of your entire organization?

$6 million to $49.9 million

20%

Less than $6 million

20%
6%
12%
Don't know/decline to say

12%

$100 million to $499.9 million

6%

6%
Government/nonprofit
$5 billion or more

$50 million to $99.9 million

9%

9%

$500 million to $999.9 million
$1 billion to $4.9 billion

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011
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2%

7%

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011

Other

Utilities

3%

Telecommunications/ISPs

3%

Retail/e-commerce

2%

5%

8%

8%

10%

11%

12%

12%

reports

Nonprofit

2%

Media/entertainment

Manufacturing/industrial, noncomputer

2%

Logistics/transportation

IT vendors

3%

Insurance/HMOs

Healthcare/medical

Government

Financial services

Electronics

Education
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2%

Consumer goods

5%

Consulting and business services

3%

Construction/engineering
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Figure 21

Industry

What is your organization’s primary industry?

R3621111/21
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Figure 22

Company Size
Approximately how many employees are in your organization?

50-99
100-499

7%
Fewer than 50

25%
14%

10,000 or more

11%

18%
8%
5,000-9,999

500-999

17%
1,000-4,999

Data: InformationWeek 2012 Physical/Logical Security Survey of 334 business technology professionals, September 2011
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