
 

 

PUBLIC NOTICE 

RE: Hikvision USA Outlines Updates to Surveillance Products  

March 2, 2015 – Hikvision®, the world’s leading supplier of innovative and award-winning video 

surveillance products and solutions, has recently taken a number of steps to further update their 

surveillance products to meet and exceed the security needs of its customers and end users.  

Hikvision has taken the following steps to strengthen their products. End-users may always visit the 

Security Center on our website for additional information and updates.  

Notifications to End-Users, OEMs, Installers and System Integrators 

1. In January 2015, the company created the Security Center on its website to better update end users, 

OEMs, installers and system integrators. This center includes best practices for end users; information 

for OEM customers, installers, contractors and system integrators; and, allows security researchers to 

disclose potential security vulnerabilities to the company. 

2. On December 5th, 2014, Hikvision began to include a warning notice in each product package in order 

to alert end-users to change the default username and password during installation. The company 

also sent an email notice to its distributors and our Dealer Partner Program Group regarding this 

update.  

3. In September 2014, the company posted a notice about changing the default password in the DDNS. 

4. In March 2014, Hikvision added a notice to the company website about changing the default 

password.  It also edited its user manuals by adding a notice to change the default password. 

 

Optimize and upgrade firmware to enhance security features: 

1. IPC 

a) In March 2015, the company plans to release IPC version 5.3.0. The update will include the 

following security enhancements: 

 If the default password is not changed, a change the password prompt will show up when a 

customers attempted to log-in. 

 Telnet access is no longer available. A SecureCRT SSH client is provided which can be enabled 

to provide a secure telnet interface. 

 IPC will lock the current login IP address after 5 incorrect login attempts. 

 When the user resets the password, a password strength prompt (high, middle, low) will 

show in the web browser. 

 In SSH login status, parameters of IPC can only be checked, but not changed. To change the 

parameters in SSH interface, a dynamic password is required and must be requested from 

the Hikvision R&D team. 

 

 

b) On July 21, 2014, the company released IPC versions 5.2.0, which included the following 

additional safety measures: 

http://www.hikvision.com/en/us/securitycenter.asp
http://www.hikvision.com/en/us/securitycenter.asp


 

a) No plain text is shown when creating a new user account or to change the password, and the 

username and password cannot be reproduced or copied. 

 

c) On December 2, 2013, the company released IPC version 5.1.0, so that end-users can take 

additional measures to protect their devices such as encrypting login information and all 

transmitted data, or by configuring the IP address filtering function to forbid access by certain IP 

addresses.  

 

2. DVR/NVR updates 

Security features for DVR/NVR devices operated under a number of platforms have also been upgraded as 

follows:  

DVR updates 

In the latest version of our DVRs operated with the TVI platforms (TVI-DVR version 3.0.1 which was 

the first generation of such firmware and was released September 24th, 2014), the following updates 

have been completed: 

 Telnet access is no longer available.   

 A password strength prompt has been added that shows the strength of the unique password 

that has been set. 

 There is now a prompt dialog box for changing the password that can’t be ignored whenever 

logging in if the default password is not changed. 

 

NVR Netra platform updates  

The following are the upgrades on NVR products with the Netra platforms.  

 Netra-NVR version 3.1.1 released September 22, 2014, includes a pop-up dialog box to alert 

users to change default password, which will only be disabled after the default password is reset.  

 Netra-NVR version 3.1.0 released April 29, 2014, the Telnet port default was set to off as a 

default setting; a password strength prompt was added; and, other effective measures have 

been introduced. 

 Netra-NVR version 3.0.2, released September 23, 2013, contained measures to protect 

unauthorized access. For example, configuring the IP address filtering function is now set to hide 

the input when creating a new password. 

 

Hikvision is dedicated to providing top quality video surveillance products and solutions to customers 

worldwide. We appreciate continued support from our valued customers and partners. 

 

HIKVISION Team 


